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Abstract—Traditional schemes for avoiding deadlocks compose
techniques for both protocol deadlocks (virtual networks) and
network deadlocks (virtual channels). Recent work has shown
how to use fewer virtual networks by analyzing protocol stalls
instead of just considering the longest chain of causally dependent
messages. We identify a shortcoming in this work, which can lead
to deadlocks, and show that combining stall analysis with analyses
of message dependencies and topology can avoid deadlocks while
using fewer buffers than the conventional approach.

Index Terms—on-chip networks, liveness

I. INTRODUCTION

When designing a multicore processor, architects must be
careful to ensure that deadlocks cannot occur in its on-chip
network. Deadlocks can arise due to a bug in the coherence
protocol or the network itself. Deadlocks can be classified as
either protocol deadlocks or network deadlocks.

Protocol deadlocks can be caused by protocol stalling and
message dependencies. Protocol stalling is when a cache or
directory stalls when processing an incoming message (e.g.,
a cache waits to receive a Response to its Request before
handling an incoming Forwarded Request). Message depen-
dencies refer to when the reception of one message causes the
sending of another message (e.g., sending Data in response to
an incoming Request).

The conventional approach for avoiding protocol
deadlocks—due to either cause—is using virtual networks
(VNs) to segregate messages by type. With N virtual
networks, each core and router has N incoming buffers per
incoming link, and messages are segregated into VNs by
type. The number of VNs equals the number of message
types in the longest chain of dependencies. For example,
a typical directory protocol has a causal chain length of 3,
because a Request can cause a Forwarded Request, and a
Forwarded Request can then cause a Response.

A network deadlock can occur if there is a circular de-
pendence of buffer usage by messages. The possibility of
a network deadlock depends on the topology and routing
algorithm, but not on the types of messages in the protocol.
As a simple example, consider an on-chip network in a
ring topology with unidirectional (clockwise) routing. If every
core’s incoming buffer is full, and the message at the head of
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every incoming buffer needs to be passed to the next node in
the ring, the system can deadlock. There are several techniques
for avoiding network deadlocks, including virtual channels
(VCs) [1], which are additional buffers used to avoid routing
cycles.

These two types of deadlock—protocol and network—
have fundamentally different causes and are typically handled
using separate, complementary techniques. We focus on the
commonly used combination of VNs and VCs, in which the
cost is multiplicative. If the protocol requires N VNs and the
network requires C VCs, then the processor requires N × C
buffers per incoming link. The cost of these buffers is a
considerable portion of the area and power of the network,
and having more buffers can add to router latency.

Recently, Li et al. [2] observed that the conventional solu-
tion for avoiding protocol deadlocks is conservative, because
it implicitly assumes that all messages stall. They thus use a
stall-based analysis to derive a reduced number of VNs that is
less than the length of the longest causal chain of messages.
Their analysis considers message dependencies, except when
the protocol does not stall, and that scenario can deadlock.

We show that it is possible to use the minimal number of
VNs derived by Li et al. by using VCs (which are normally
used for network deadlocks) to avoid message-dependency
induced protocol deadlocks. Our approach takes into account
knowledge of the network topology, and we do this for several
commonly used topologies.

In this paper, we make the following contributions:
• We identify a protocol deadlock that can be introduced

when using the VN scheme of Li et al. In doing so, we
show that one must consider message dependencies even
in the absence of stalls.

• For several common topologies, we show how to avoid
this newly identified deadlock using VCs.

• We show that a scheme that considers stalling, message
dependencies, and topology can use fewer total buffers
than the traditional approach (i.e., < N × C buffers).

II. MESSAGE DEPENDENCY PROTOCOL DEADLOCKS

Li et al.’s innovation for reducing the number of VNs
is based on protocol stall analysis that permits dependent
messages to share a VN in the absence of protocol stalling. We
find this can cause a message dependency deadlock, because
it creates a cyclic wait for buffers. This cyclic wait manifests
as a cycle in the channel dependency graph (CDG) [1]. In
a CDG, nodes are channels in the topology, and a directed
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Fig. 1. Illustration of the message dependency deadlock for a 2-core processor.
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Fig. 2. (a) CDG when messages use separate VNs. (b) CDG after both
Requests and Responses are placed on the same VN.

edge from channel ci to cj indicates that a message queued
in channel ci can request access to channel cj .

Consider a processor with two cores, A and B, each
with a single-entry incoming buffer. The processor uses a
Request/Response protocol, in which no message stalls for
protocol reasons. Based on Li et al.’s work, we can use one
VN and avoid protocol deadlocks (because there are no stalls
in the protocol). Initially, both buffers are empty. Then, each
core sends a Request to the other, as illustrated in Figure 1.
The protocol allows each core to process the Request in its
incoming buffer, but there is no buffer space to hold the
Response it would send. A cannot send a Response to B, and
vice versa, but the problem is not protocol stalling; the problem
is the cycle that gets introduced in the CDG. Because Requests
and Responses share a VN, Requests queued in channels CAB

and CBA can request access to the other channel to send
Responses. This creates a cycle in the CDG, as shown in
Figure 2, causing a message dependency protocol deadlock.

This example makes four assumptions that are prevalent in
modern processors and that we maintain in this work.

• The processing of an incoming message is atomic. A core
cannot pop an incoming message if it cannot complete
the work required to service that message. Thus, if an
incoming message requires the core to send a message,
there must be room for the outgoing message.

• Cores are unable to coordinate with each other.
• All message buffers are first-in, first-out (FIFO).
• Point-to-point ordering guarantee is preserved.
This example used a small and simple system model, but

this deadlock is more broadly applicable. In Figure 3, we show
an example with a 2D mesh.

III. OPTIONS FOR MESSAGE DEPENDENCY DEADLOCK

As message dependency deadlocks translate into cycles in
the CDG, similar to the cycles seen in network deadlocks, we
focus on using approaches used to resolve network deadlocks
for mitigating message dependency deadlocks. Largely, there
are four approaches to eliminating network deadlocks: flow
control, routing restrictions, coordination based schemes, and
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Fig. 3. Illustration of the message dependency deadlock in a portion of a
mesh using XY minimal routing (i.e., messages move in X dimension before
Y). A deadlock occurs because nodes A and D must process the Requests
and send Responses to each other, requiring the Y-dimension channels CBA

and CCD to request access for the X-dimension channels CAC and CDB .
This brings back the channel dependencies that had been removed by XY
routing, forming a cycle with channels CAC , CCD , CDB , and CBA.

virtual channels. We have chosen a combination of VCs and
routing restrictions, and we explain all four here first.
Flow Control: Flow control policies have been developed
that could be adapted for our use, but they either add new
complexity (e.g., tracking unused buffer entries) [3] or sacrifice
point-to-point ordering (e.g., Bubble Coloring [4]).
Routing Restrictions: Routing restriction algorithms, such
as dimension-ordered routing (DOR) or the Turn Model [5],
restrict certain turns to eliminate cycles in the CDG. Routing
restrictions alone do not suffice for us, however, because
message dependencies can lead to violations of the restrictions
imposed by these algorithms. An example is shown in Figure
3, in which the deadlock happens despite XY routing.
Coordination Based Schemes: Coordination based schemes
[6]–[10], while promising, are difficult to implement owing
to their complexity, and we are unaware of any commercial
implementation. Most such techniques also sacrifice some of
the assumptions of our model, such as point-to-point ordering.
Virtual Channels: Virtual channels (VCs) [1] eliminate
network deadlocks by breaking cyclic dependencies in routing.
Because the problem we are solving differs from that in prior
work—we have causally dependent messages on the same
VN—we have had to perform a new analysis to determine
how many VCs are necessary for our purposes.

IV. ROUTING TO MINIMIZE THE NUMBER OF VCS

We first outline the steps used to derive our routing solutions
below, and then discuss the specific routing policies obtained
for rings, meshes, and tori.

• First, we construct a base CDG following the standard
routing scheme of the topology, which is used when each
message type has its own VN (e.g., XY routing for a
2D mesh topology), and incrementing the VC number
for each propagated message. In this CDG, there are
M ∗ V VCs where M is the number of messages in the
dependency chain and V is the number of VCs needed for
routing one message. This CDG is acyclic, but it uses the
same number of buffers required if each message were
scheduled on a separate VN (i.e., there is no win).
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• We determine the worst-case paths, which consist of
turns/movements that lead to the longest path in the
base CDG from the source of the first message to the
destination of the last message in the causal chain.

• We design topology-specific routing schemes that reduce
VC consumption while ensuring the worst-case routing
paths are accommodated, the CDG is acyclic, and all
paths are minimal.

We present the worst-case routing paths for different topolo-
gies and a causal dependency chain of length M , with corre-
sponding routing schemes to minimize VC usage:

• Uni-directional ring topology:
Worst-case path: All M messages cross the dateline.
Routing scheme: Every time a message crosses the date-
line in VC p, it moves to VC p + 1. Because all M
messages could cross the dateline, we need M + 1 VCs.

• Bi-directional ring topology:
Worst-case path: All messages cross the dateline, and
every message m′ that is propagated by a message m
in the chain travels in the opposite direction of m.
Routing scheme: Message m0 starts on VC 0. On cross-
ing the dateline, a message mi progresses to a VC one
greater than the last VC in the same direction. If message
mi reaches its destination node n and propagates another
message mi+1 from node n in direction d, then mi+1

begins on (a) VC i+1 if there exists any destination node
that requires a message originating from n in direction d
to cross the dateline, or (b) on VC i+ 2 otherwise.

• K-ary N-cube topology:
Worst-case path: Every message crosses the dateline in
every dimension, and every propagated message in the
causal dependency chain turns and reverses the direction
of travel in the dimension it is propagated and moves
from a higher dimension to a lower dimension.
Routing scheme: Message m0 starts on VC 0, and the
movement of a message within the ring of a given
dimension is the same as for a bi-directional ring. For
movement across dimensions, we follow DOR but reverse
the order of dimensions for each message in the chain.
For instance, if M = 2, then the order for the first
message would be D0, D1, . . . , DN−1, and order for the
second message would be DN−1, DN−2, . . . , D0.

• N-dimensional Mesh topology:
Worst-case path: All messages travel in every dimension.
Every propagated message utilizes one of the turns re-
stricted under DOR, such as reversing the direction of
travel within the same dimension or moving from a higher
dimension to a lower dimension, upon propagation.
Routing scheme: Message m0 starts on VC 0. We use
DOR and reverse the dimension order for every prop-
agated message. For a dimension, D, there are two
directions: +D and −D. Upon propagation, message
mi+1 uses VC i (highest VC used by the predecessor
message mi) to travel in direction −D, and to make the
turn (+D → −D), in the dimension of propagation, that
is either D0 or DN−1 in the worst-case path. For all other
directions and dimensions, mi+1 uses VC i+ 1.

In all schemes, each propagated message, mp, should start
in a VC chosen from a statically determined set that depends
on the VCs that mp−1 would use in the worst case to preserve
point-to-point ordering.

Figure 4 shows the CDGs for different topologies when a
causal dependency chain of length 2 (M = 2) is placed on
the same VN following the routing schemes discussed above.
In these graphs, each node represents a cluster of channels
that share the same dimension and/or direction associated with
a particular VC number. Because the movement within this
cluster will always be acyclic, cycles can only form through
inter-cluster edges. Since the graphs are acyclic, the routing
schemes are deadlock-free. These graphs can be extended to
longer dependency chains and more dimensions, and they
would remain acyclic because the routing schemes ensure
no utilized node is reused. Further, the bold dashed edges
show the worst-case path, showing that the number of VCs
accommodates the worst case.

V. RESULTS

For a given VN, Table I shows the number of VCs required
for different topologies using our routing schemes. The base-
line is M = 1, which is the length of the dependency chain
of messages scheduled on a VN prior to Li et al. [2]. In the
baseline, the total number of VCs—across all VNs—is the
number of VCs for M = 1 multiplied by the number of VNs.

M Min. VCs M Min. VCs
Uni-directional Ring Bi-directional Ring

1 D0: 2 1 D0: 2
v D0: v + 1 v D0: v + 1

N-dimensional mesh K-ary N-cube
1 D0 to DN−1: 1 1 D0 to DN−1: 2

v

+D0: v
−D0: v − ⌊ v−1

2
⌋

D1 to DN−2: v
+DN−1: v
−DN−1: v − ⌈ v−1

2
⌉

v
D0: 2v − ⌊ v−1

2
⌋

D1 to DN−2: 2v
DN−1: 2v − ⌈ v−1

2
⌉

TABLE I
NUMBER OF VCS REQUIRED PER VIRTUAL NETWORK FOR DIFFERENT

TOPOLOGIES AND LENGTHS OF CAUSAL DEPENDENCY CHAIN.

The results show that, for all four topologies, the required
number of VCs is less than M times the number of VNs. This
leads to a reduction in the total number of buffers.

For K-ary N-cubes, not all dimensions have the same num-
ber of VCs. By reversing the dimension order, a propagated
message begins its traversal from the dimension d in which
its predecessor message would have reached its destination in
the worst case. This allows the propagated message to reuse
the predecessor’s last VC, VC X , as its starting VC in d,
needing VC X + 1 to cross the dateline in this dimension.
If each message m restarted its routing starting from the
lowest dimension, then after reaching its destination node in
the highest dimension on VC X , the propagated message m′

would have started its routing on VC X+1, using VCs X+1
and X + 2 in every dimension for crossing the dateline.

Thus, a propagated message first travels in the last dimen-
sion used by the predecessor message in the worst-case path,
using VC X and VC X + 1 for crossing the dateline in this
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Fig. 4. CDGs for M=2. X and Y are dimensions. CW and ACW refer to clockwise and anti-clockwise. In the bi-directional ring, channels in each VC
and direction are grouped by whether their associated nodes can propagate messages that need to cross the dateline. Orange edges are dimension changes,
red are dateline crossings, pink are dimension changes with dateline crossings, and black are movement in the same direction. Blue edges represent message
propagation: dark blue when propagation is in a different dimension or direction, and light blue otherwise. Gray-shaded and green-shaded nodes are starting
VCs for the first and second messages, respectively.

dimension. Then, it moves to the other dimensions in the
dimension traversal order on VC X+1 and uses VC X+2 for
crossing the dateline in them. Hence, whenever the dimension
traversal order is reversed, we save one VC in the dimension
from which the reversal occurs. Because reversals are in the
first and last dimensions, and there are M − 1 reversals in a
chain of M messages, we save ⌊(M−1)/2⌋ and ⌈(M−1)/2⌉
in those dimensions, respectively.

Meshes, like k-ary n-cubes, use different numbers of buffers
in different dimensions. The buffer saving happens in the
negative direction of the first and last dimensions, as turns
from the positive to the negative direction can happen on
the same VC in them. In the worst case, a message, m,
after reaching its destination in dimension d, will propagate
a message, m′, that reverses the direction of travel in d. If
this reversal is from the negative to positive direction, then
m′ starts on a higher numbered VC in the positive direction.
However, if the turn is from the positive to negative direction,
then the message can continue on the same VC number, using
one fewer VC in the negative direction. Because such turns
occur only in either the first or the last dimension—with half in
the first dimension and the other half in the last dimension—
buffer savings are only achieved in those dimensions.

Using an example of an MSI protocol that stalls only
Requests, we compare the total number of buffers, with the
results in Table II. In the baseline, Requests use VN 1, Fwd-
Requests use VN 2, and Responses use VN 3. In our scheme,
Requests use VN 1, and Fwd-Requests and Responses share
VN 2. The end result is that the combination of Li et al.’s
scheme for reducing the number of VNs [2] and our new
routing scheme (using DOR and VCs) can lead to a modest
reduction in the total number of buffers needed.
Limitations: Our routing schemes are tailored to the discussed
topologies and leverage their properties to achieve a reduction
in VCs. They are designed under assumptions listed in Section
II and enforce constraints, such as minimal routing paths.

VI. CONCLUSIONS

We have identified a protocol deadlock that can be intro-
duced when using Li et al’s scheme for reducing the number of
VNs in a system, and we have solved it using a combination of

Topology Buffers: Baseline Buffers: Reduced VNs

Rings
6 buffers/dir = 2 VCs/dir
+ 2 VCs/dir + 2 VCs/dir

5 buffers/dir = 2 VCs/dir
+ 3 VCs/dir

K-ary
3-cube

36 buffers = 2 VCs/dim/dir
+ 2 VCs/dim/dir
+ 2 VCs/dim/dir

34 buffers = 2 VCs/dim/dir
+ 4 VCs/dir in X & Y
+ 3 VCs/dir in Z

3D Mesh

18 buffers = 1 VC/dim/dir
+ 1 VC/dim/dir
+ 1 VC/dim/dir

17 buffers = 1 VC/dim/dir
+ 2 VCs/dir in X, Y, & +Z
+ 1 VC in -Z

TABLE II
TOTAL BUFFERS REQUIRED FOR EACH NODE/CORE FOR MSI PROTOCOL.

BUFFERS FOR VNS 1-3 ARE SHOWN IN RED, BLUE, AND GREEN.

VCs and routing restrictions. The end result is deadlock free-
dom and a modest reduction in buffer requirements compared
to the conventional approach.
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